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[bookmark: _Toc237524828]1  Background
[bookmark: _Toc237524829]1.1  Project Background
The Smart Africa Alliance is implementing the Institutional Support for Digital Payments and E-Commerce Policies for Cross-Border Trade (IDECT) Project, financed by the African Development Bank (AfDB). The project aims to strengthen Africa's digital payment ecosystem by supporting the harmonization of digital payment policies, improving interoperability, and enabling secure digital trade under the African Continental Free Trade Area (AfCFTA).
As part of the IDECT Project, Smart Africa conducted a comprehensive Gap Analysis across ten Member States to assess the maturity of digital payment ecosystems and identify barriers affecting cross-border digital payments and e-commerce.
The assessment confirmed that while considerable progress has been made in expanding digital payment services across Africa, significant challenges remain in enabling trusted and interoperable payment ecosystems.
[bookmark: _Toc237524830]1.2  Problem Statement
The IDECT Gap Analysis identified a recurring challenge across participating Member States.
Banks, mobile money operators, payment switches, and fintechs have invested considerably in fraud detection, transaction monitoring, Know Your Customer (KYC), and Anti-Money Laundering/Counter Financing of Terrorism (AML/CFT) controls. These mechanisms are generally effective within individual payment systems and institutions.
However, when digital transactions traverse multiple payment systems, operators, or jurisdictions, there is currently no common mechanism for assessing transaction trust across systems. This absence of a shared trust capability contributes to:
1. higher false-positive transaction alerts;
· increased manual intervention;
· transaction delays and failures;
· reduced confidence in interoperable payment ecosystems;
· increased operational costs; and
· barriers to regional digital trade.
The challenge is particularly evident in mobile money ecosystems where transactions increasingly span multiple operators, payment platforms, and national jurisdictions.
The problem is therefore not the absence of fraud detection, but rather the absence of a trusted, interoperable mechanism capable of supporting transaction risk assessment across different payment ecosystems while preserving the autonomy, sovereignty, and regulatory responsibilities of participating institutions.
[bookmark: _Toc237524831]1.3  Rationale
To address this challenge, Smart Africa intends to develop the Transaction Risk and User Scoring Toolkit (TRUST SDK).
The TRUST SDK is envisaged as a reusable Artificial Intelligence (AI)-enabled Software Development Kit that enables participating payment ecosystem actors to generate explainable transaction trust scores using agreed transaction metadata.
The TRUST SDK is intended to complement—not replace—existing fraud detection, transaction monitoring, and AML/CFT systems by providing an additional trust assessment capability for transactions involving multiple payment ecosystems.
The solution will be developed as a reusable Digital Public Infrastructure (DPI) component capable of supporting future interoperability initiatives across Africa.
Note: For purposes of this PoC, TRUST will primarily assess transaction-level trust and risk. It is not intended to provide credit scoring or generalized profiling of individual users.
[bookmark: _Toc237524832]1.4  Vision
The long-term vision is to establish the TRUST SDK as a continental digital trust capability that:
· strengthens confidence in interoperable digital payment ecosystems;
· improves transaction reliability across payment systems;
· supports regional and continental digital payment initiatives;
· promotes interoperability while preserving national sovereignty;
· enables countries and payment service providers to retain ownership of their infrastructure, data, and operational decisions; and
· contributes to the implementation of Africa's Single Digital Market and the AfCFTA Digital Trade Protocol.
[bookmark: _Toc237524833]1.5  Procurement Objective
The objective of this procurement is to recruit a qualified consulting firm to design, develop, validate, pilot, and transfer knowledge for the TRUST SDK.
The selected consultant will be responsible for delivering a Pilot-ready, modular, and reusable SDK together with the supporting technical architecture, AI models, documentation, testing framework, deployment guidance, and knowledge transfer necessary to enable Smart Africa to govern and scale the solution across participating Member States.
[bookmark: _Toc237524834]1.6  Guiding Principles
The proposed solution shall be designed in accordance with the following principles:
· Interoperability by Design – Support seamless interaction across heterogeneous payment ecosystems.
· Sovereignty by Design – Preserve national and institutional ownership of data, infrastructure, and operational decisions.
· Privacy by Design – Minimize the processing and sharing of sensitive information and comply with applicable data protection regulations.
· Security by Design – Incorporate cybersecurity controls throughout the solution lifecycle.
· Explainability by Design – Ensure that AI-generated recommendations are transparent, auditable, and understandable.
· Vendor Neutrality – Avoid proprietary dependencies that limit future adoption or interoperability.
· Scalability by Design – Support deployment across multiple countries, operators, and payment ecosystems.
[bookmark: _Toc237524835]2  Objectives of the Assignment
[bookmark: _Toc237524836]2.1  Overall Objective
The overall objective of this assignment is to design, develop, pilot, validate, and transfer to Smart Africa a reusable, AI-enabled Transaction Risk and User Scoring Toolkit (TRUST SDK) that strengthens trust across digital payment ecosystems by providing explainable transaction risk assessments while preserving the sovereignty of participating institutions over their infrastructure, data, and operational decisions.
The TRUST SDK shall be developed as a modular Digital Public Infrastructure (DPI) component that can be deployed by payment service providers, financial institutions, fintechs, national payment switches, and other authorized stakeholders to support interoperable digital payments.
The TRUST SDK shall be validated through a controlled pilot involving selected participating institutions in one or more IDECT Member States. Smart Africa will facilitate engagement with the participating institutions. The final pilot institutions and transaction use cases will be confirmed during the inception phase. For proposal and costing purposes, bidders shall assume integration with a minimum of 3 participating payment systems/institutions.
[bookmark: _Toc237524837]2.2  Specific Objectives
The selected Consultant shall:
Objective 1 – Design the TRUST Architecture
Design a secure, modular, interoperable, and vendor-neutral technical architecture for the TRUST SDK, including its AI, security, interoperability, governance, deployment, and monitoring components.
Objective 2 – Develop the TRUST SDK
Develop a Pilot-ready SDK capable of being integrated into existing payment systems to generate explainable transaction trust scores using agreed transaction metadata. The SDK shall support multiple deployment models, including:
· Operator-hosted deployment
· National sovereign cloud deployment
· Regional deployment
· Smart Africa sandbox environment for testing and certification
Objective 3 – Develop the AI Trust Scoring Engine
Design, train, validate, and document an explainable Artificial Intelligence model capable of generating transaction trust scores using anonymized transaction metadata while minimizing bias and maintaining transparency. The AI model shall support continuous improvement through future model updates and governance processes.
Objective 4 – Validate the Solution
Pilot the TRUST SDK in collaboration with participating institutions using anonymized transaction datasets and demonstrate the technical, operational, and governance feasibility of the proposed solution. Validation shall include technical performance, interoperability, explainability, scalability, security, and operational usability.
Objective 5 – Establish Governance
Develop the governance framework required for sustainable adoption of the TRUST SDK, including:
· deployment guidance;
· model governance;
· version management;
· operator onboarding;
· certification mechanisms;
· monitoring;
· telemetry;
· lifecycle management; and
· operational support.
Objective 6 – Transfer Knowledge
Transfer the complete solution, including source code, technical documentation, deployment guidance, training materials, and operational knowledge, to Smart Africa to enable long-term ownership, maintenance, and future scaling.
[bookmark: _Toc237524838]2.3  Expected Outcomes
At completion of the assignment, Smart Africa shall possess:
Technical Outcomes
· A pilot-ready TRUST SDK suitable for operational validation and future production scaling.
· A validated AI-powered trust scoring engine.
· A reusable integration toolkit.
· Standardized APIs.
· A deployment framework supporting multiple hosting models.
· Technical documentation sufficient for independent deployment.
Operational Outcomes
· A successfully validated pilot implementation.
· Demonstrated interoperability with participating payment systems.
· Performance benchmarks and lessons learned.
· Operational procedures for onboarding future adopters.
Institutional Outcomes
· Full ownership of the solution by Smart Africa.
· A governance framework supporting continental adoption.
· A foundation for future interoperability initiatives.
· A reusable Digital Public Infrastructure asset supporting Africa's digital payment ecosystem.
[bookmark: _Toc237524839]2.4  Guiding Principles for the Assignment
Throughout the assignment, the Consultant shall ensure that the proposed solution:
· complements existing fraud management systems rather than replacing them;
· preserves institutional autonomy and national sovereignty;
· minimizes the exchange of sensitive transaction data;
· promotes interoperability through open standards;
· remains vendor-neutral;
· supports explainable and auditable AI;
· can be deployed within different regulatory and infrastructure environments;
· is scalable across multiple countries and payment ecosystems; and
· is designed for long-term sustainability and reuse.
[bookmark: _Toc237524840]2.5  Out of Scope
The assignment does not include:
· Development of a payment switch or payment gateway.
· Replacement of existing fraud detection or AML/CFT systems.
· Development of customer-facing payment applications.
· Transaction settlement or clearing services.
· Hosting or operation of production payment infrastructure by Smart Africa.
· Regulatory supervision or transaction authorization functions.
· Centralized storage of participating institutions' production transaction data.
[bookmark: _Toc237524841]3  Scope of Work
[bookmark: _Toc237524842]3.1  Overview
The selected Consultant shall be responsible for the end-to-end design, development, pilot validation, documentation, and knowledge transfer of the Transaction Risk and User Scoring Toolkit (TRUST SDK).
The solution shall be delivered as a modular, secure, interoperable, AI-enabled Digital Public Infrastructure (DPI) component that can be deployed by payment service providers, financial institutions, fintechs, national payment switches, and other authorized stakeholders. The assignment shall comprise five interrelated architectural domains.
[bookmark: _Toc237524843]3.2  Domain 1 – Platform & SDK
The Consultant shall design and develop the TRUST SDK as a reusable software component that can be integrated into existing payment systems without requiring significant changes to their core infrastructure. The Platform & SDK domain shall include, but not be limited to:
Solution Architecture
· Overall solution architecture
· Component architecture
· Logical architecture
· Physical deployment architecture
· Cloud-neutral deployment architecture
· Deployment reference models
SDK Development
Develop a Pilot-ready SDK including:
· Integration libraries
· Client SDKs
· Configuration framework
· Transaction metadata validation
· Logging framework
· Error handling
· Monitoring hooks
· Sample applications
· Developer documentation
· Software packaging
APIs
Design standardized APIs supporting:
· Transaction scoring
· Health monitoring
· Configuration
· Model versioning
· Telemetry
· Administration
The SDK shall support deployment within operator infrastructure, national sovereign cloud, regional cloud, and the Smart Africa testing sandbox.
[bookmark: _Toc237524844]3.3  Domain 2 – Artificial Intelligence
The Consultant shall design and implement an explainable AI trust scoring capability. The AI domain shall include:
AI Model
· Feature engineering
· Model selection
· Model development
· Model optimisation
· Confidence scoring
· Model calibration
· Continuous improvement strategy
Explainable AI
The proposed solution shall provide:
· Explainable recommendations
· Human-readable reasoning
· Confidence indicators
· Feature importance
· Model transparency
· Regulatory audit capability
Model Governance
Develop procedures for:
· Model approval
· Version management
· Bias testing
· Performance monitoring
· Model retraining
· Rollback mechanisms
[bookmark: _Toc237524845]3.4  Domain 3 – Interoperability
The Consultant shall ensure that TRUST is interoperable by design. The interoperability domain shall include:
Integration
Support integration with:
· Banks
· Mobile Money Operators
· Fintech platforms
· National Payment Switches
· Payment Gateways
· Regional payment infrastructure
· PAPSS (future readiness)
Standards
Adopt internationally recognised standards wherever applicable, including:
· ISO 20022
· RESTful APIs
· OpenAPI specifications
· OAuth2/OpenID Connect
· JSON
· Event-driven architecture
Deployment Flexibility
The solution shall support:
· Multi-operator environments
· Multi-country deployments
· Multi-cloud deployment
· Future corridor expansion
[bookmark: _Toc237524846]3.5  Domain 4 – Security & Governance
The Consultant shall design the TRUST SDK according to security-by-design and sovereignty-by-design principles. This domain shall include:
Security
· Authentication
· Authorization
· Encryption
· Certificate management
· API security
· Secrets management
· Vulnerability management
· Audit logging
Data Governance
Develop:
· Data governance framework
· Data classification
· Metadata specification
· Data minimisation principles
· Privacy controls
· Data retention policies
· Cross-border data considerations
Sovereignty
The solution shall preserve national sovereignty, institutional sovereignty, data sovereignty, and operational sovereignty. The solution shall not require production transaction data to be centrally hosted by Smart Africa.
Governance
Develop:
· Operator onboarding framework
· SDK certification process
· Version management
· Release management
· Compliance framework
· Governance operating model
[bookmark: _Toc237524847]3.6  Domain 5 – Operations & Sustainability
The Consultant shall ensure that the TRUST SDK can be sustainably operated and maintained after project completion. This domain shall include:
Monitoring
Develop operational capabilities for:
· System monitoring
· Performance monitoring
· Telemetry
· Usage analytics
· Service health
· Incident monitoring
Deployment
Develop:
· Installation procedures
· Upgrade procedures
· Rollback procedures
· Disaster recovery procedures
· Business continuity guidance
Knowledge Transfer
Provide:
· Technical documentation
· Administrator manuals
· Developer documentation
· API documentation
· Training materials
· Hands-on training
· Source code handover
Sustainability
Prepare:
· Maintenance framework
· Future roadmap
· Support model
· Capacity building plan
· Future scaling recommendations
[bookmark: _Toc237524848]3.7  Summary of Deliverables
Across all domains, the Consultant shall deliver:
· Business Requirements Specification
· Functional Requirements Specification
· Solution Architecture
· Pilot-ready TRUST SDK suitable for operational validation and future production scaling.AI Trust Scoring Engine
· API Specifications
· Security Framework
· Governance Framework
· Pilot Implementation
· Test Reports
· Source Code
· Technical Documentation
· Training Materials
· Knowledge Transfer Report
· Final Project Report
[bookmark: _Toc237524849]4  Technical Requirements
[bookmark: _Toc237524850]4.1  General Technical Requirements
The proposed solution shall:
· Be modular, scalable, and reusable.
· Be based on open standards and open APIs.
· Support deployment across heterogeneous payment ecosystems.
· Be cloud-neutral and deployment-independent.
· Be platform-independent.
· Be vendor-neutral.
· Support future expansion without significant architectural redesign.
· Be designed using microservices and API-first principles where appropriate.
· Be container-ready (e.g., Docker/Kubernetes compatible).
· [bookmark: _Toc237524851]Support CI/CD deployment pipelines.
· Be pilot-ready and designed to support future production deployment and scaling.

4.2  Platform Requirements
The Platform shall provide the following core capabilities.
Platform Administration
The Platform shall support:
· System configuration
· User administration
· Operator onboarding
· Environment management
· SDK version management
· Configuration management
· License management (if applicable)
SDK Management
The SDK shall provide:
· SDK packaging
· SDK versioning
· SDK distribution
· SDK installation tools
· SDK upgrade capability
· SDK rollback capability
· Backward compatibility
Configuration Management
The Platform shall support configurable risk thresholds, country parameters, corridor parameters, API endpoints, authentication methods, logging levels, and monitoring configuration, without requiring recompilation.
[bookmark: _Toc237524852]4.3  AI Requirements
The AI capability shall support:
Trust Scoring
Generate:
· Transaction Trust Score
· Risk Category
· Confidence Score
· Decision Recommendation
Explainability
Every recommendation shall include reason codes, feature contribution, confidence level, and a human-readable explanation. No black-box decisions shall be permitted.
Model Governance
Support:
· Multiple model versions
· Model approval workflow
· Rollback
· Retraining
· Performance monitoring
· Drift detection
· Bias monitoring
[bookmark: _Toc237524853]4.4  Integration Requirements
The solution shall integrate with banks, mobile money operators, fintechs, payment gateways, national switches, payment hubs, and future PAPSS integrations. The SDK shall expose REST APIs, and the solution shall support asynchronous integration where required.
[bookmark: _Toc237524854]4.5  Deployment Requirements
The solution shall support the following deployment models. The architecture shall remain identical regardless of deployment model.
	Model
	Description

	Model A
	Operator-hosted deployment

	Model B
	National sovereign cloud deployment

	Model C
	Regional deployment

	Model D
	Smart Africa sandbox deployment


[bookmark: _Toc237524855]4.6  Telemetry Requirements
The Platform shall support operational telemetry while preserving transaction confidentiality. Telemetry shall include:
· Active installations
· SDK versions
· Transactions scored
· Response times
· Availability
· Error rates
· Model usage
· Performance indicators
No personally identifiable information shall be transmitted through telemetry.
[bookmark: _Toc237524856]4.7  Scalability Requirements
The solution shall support multiple countries, multiple operators, multiple payment systems, multiple AI models, and multiple deployment environments. The architecture shall support horizontal scaling.
[bookmark: _Toc237524857]4.8  Performance Requirements
The bidder shall specify maximum response latency, maximum throughput, concurrent transactions supported, recovery time objectives, and availability targets. The proposed architecture shall support near real-time transaction scoring.
[bookmark: _Toc237524858]4.9  Security Requirements
Support:
· TLS encryption
· OAuth2/OpenID Connect
· Role-Based Access Control (RBAC)
· MFA for administration
· Secure API keys
· Audit logs
· Encryption at rest
· Encryption in transit
· Secure secret management
[bookmark: _Toc237524859]4.10  Audit Requirements
Every scoring decision shall be auditable. The Platform shall record model version, decision timestamp, reason codes, confidence score, API version, and SDK version, without exposing customer information.
[bookmark: _Toc237524860]4.11  Sustainability Requirements
The solution shall include automated deployment, automated testing, monitoring, upgrade procedures, disaster recovery, backup procedures, and knowledge transfer.
[bookmark: _Toc237524861]4.12  Conformance Requirements
The Consultant shall provide a Conformance Test Suite to verify that any implementation of the TRUST SDK complies with the technical standards established by Smart Africa. The conformance framework shall include:
· API compliance tests
· Security compliance tests
· Functional validation tests
· Performance benchmarks
· Interoperability tests
· SDK compatibility checks
· Regression tests
· Certification criteria
The Consultant shall also develop a Certification Framework enabling Smart Africa to certify future SDK deployments and implementations.
[bookmark: _Toc237524862]5  Deliverables and Acceptance Criteria
[bookmark: _Toc237524863]5.1  General Requirements
The Consultant shall deliver all outputs in English and in editable electronic formats. All deliverables shall become the property of Smart Africa upon acceptance. Each deliverable shall be submitted to Smart Africa for review and formal acceptance. The Consultant may undertake approved activities in parallel where appropriate to maintain the six-month implementation schedule, provided that subsequent work remains consistent with Smart Africa's comments and approved requirements. The Consultant shall address all review comments before a deliverable is formally accepted.
[bookmark: _Toc237524864]5.2  Deliverable 1 – Inception Report
Description
The Consultant shall prepare an Inception Report detailing its understanding of the assignment and the proposed implementation methodology.
Minimum Contents
· Understanding of the assignment
· Refined implementation methodology
· Work plan
· Project governance
· Communication plan
· Risk management plan
· Stakeholder engagement plan
· Quality assurance methodology
Acceptance Criteria
· Demonstrates clear understanding of the assignment.
· Work plan aligns with the project timeline.
· Risks and mitigation measures are realistic.
· Approved by Smart Africa.
[bookmark: _Toc237524865]5.3  Deliverable 2 – Business & Technical Requirements
Description
Conduct detailed business, technical and stakeholder analysis.
Outputs
· Business Requirements Specification (BRS)
· Functional Requirements Specification (FRS)
· System Requirements Specification (SRS)
· Use Case Catalogue
· User Journey Maps
· Stakeholder Requirements Matrix
Acceptance Criteria
· All key stakeholders consulted.
· Requirements validated.
· Functional and technical requirements traceable.
[bookmark: _Toc237524866]5.4  Deliverable 3 – Solution Architecture
Description
Develop the complete TRUST technical architecture.
Outputs
· Solution Architecture
· Logical Architecture
· Physical Architecture
· Deployment Architecture
· Integration Architecture
· Security Architecture
· AI Architecture
· Data Architecture
Acceptance Criteria
The architecture shall demonstrate:
· Scalability
· Security
· Interoperability
· Explainability
· Sovereignty
· Vendor neutrality
[bookmark: _Toc237524867]5.5  Deliverable 4 – TRUST SDK
Description
Develop a pilot-ready TRUST SDK suitable for operational validation and future production scaling.
Outputs
· SDK
· SDK Libraries
· SDK Documentation
· Sample Applications
· Developer Guide
· Installation Guide
· API Documentation
Acceptance Criteria
The SDK:
· installs successfully;
· integrates with sample payment systems;
· passes all integration tests;
· complies with documented APIs;
· supports multiple deployment models.
[bookmark: _Toc237524868]5.6  Deliverable 5 – AI Trust Scoring Engine
Description
Develop and validate the AI trust scoring engine.
Outputs
· AI Model
· Model Documentation
· Explainability Framework
· Bias Assessment Report
· Model Validation Report
Acceptance Criteria
The model shall demonstrate:
· explainability;
· reproducibility;
· documented performance;
· acceptable accuracy;
· bias assessment;
· auditability.
[bookmark: _Toc237524869]5.7  Deliverable 6 – Pilot Implementation
Description
Deploy and validate the TRUST SDK in the pilot environment.
Outputs
· Pilot Deployment
· Integration Report
· Test Report
· User Acceptance Report
· Performance Report
Acceptance Criteria
The pilot shall demonstrate:
· successful deployment;
· successful interoperability;
· stable operation;
· acceptable latency;
· successful end-to-end testing.
[bookmark: _Toc237524870]5.8  Deliverable 7 – Governance Framework
Description
Develop the governance framework for long-term operation.
Outputs
· Governance Manual
· Operational Procedures
· Certification Framework
· Release Management Framework
· Lifecycle Management Framework
Acceptance Criteria
The framework shall support:
· future onboarding;
· certification;
· upgrades;
· governance;
· sustainability.
[bookmark: _Toc237524871]5.9  Deliverable 8 – Training & Knowledge Transfer
Description
Transfer all knowledge to Smart Africa.
Outputs
· Administrator Training
· Developer Training
· User Manuals
· Technical Manuals
· Source Code Walkthrough
· Recorded Training Sessions
Acceptance Criteria
Smart Africa technical staff shall be able to:
· install the SDK;
· configure the SDK;
· upgrade the SDK;
· troubleshoot basic issues;
· manage deployments.
[bookmark: _Toc237524872]5.10  Deliverable 9 – Final Handover
Description
Complete project closure and handover.
Outputs
· Final Report
· Source Code Repository
· Documentation Repository
· Configuration Files
· Deployment Packages
· Test Results
· Training Materials
· Licenses
· Third-party Components Register
Acceptance Criteria
Smart Africa shall receive:
· complete source code;
· ownership of all project-specific intellectual property developed under the assignment, subject to agreed licensing arrangements for approved pre-existing and third-party components;
· complete documentation;
· deployment packages;
· successful knowledge transfer.
[bookmark: _Toc237524873]5.11  Deliverables Summary
The table below summarises the deliverables and indicative timeline.
	Month
	Activities
	Deliverables

	Month 1
	Inception, stakeholder consultations, business & technical requirements, architecture
	D1, D2, D3

	Month 2
	SDK core development, AI model design, API specifications
	Partial D4, D5

	Month 3
	SDK development, AI model training, integration components
	D4, D5

	Month 4
	Internal testing, security testing, interoperability testing
	D4, D5

	Month 5
	Pilot implementation, UAT, performance validation
	D6

	Month 6
	Governance framework, documentation, training, knowledge transfer, final handover
	D7, D8, D9



[bookmark: _Toc237524874]6  Solution Architecture and Functional Requirements
[bookmark: _Toc237524875]6.1  Overall Solution Vision
The Consultant shall design and implement the TRUST SDK as a modular, interoperable, AI-enabled transaction trust platform that integrates seamlessly with existing payment ecosystems without replacing their existing fraud detection, AML/CFT, or transaction processing systems.
The proposed solution shall provide an additional transaction trust assessment capability that supports decision-making across heterogeneous payment ecosystems while preserving the sovereignty of participating institutions over their infrastructure, data, and operational decisions.
TRUST Architectural Operating Model
TRUST shall be designed as a distributed and deployable trust capability, rather than as a centralized transaction-processing platform.
The TRUST SDK and associated AI Trust Scoring Engine shall be capable of being deployed within the infrastructure of a participating payment institution, national infrastructure, or other approved sovereign environment. Transaction metadata required for trust assessment shall be processed within the applicable deployment environment, and production transaction data shall not be required to be transmitted to or centrally stored by Smart Africa.
The TRUST SDK shall interface with the participating institution’s existing payment, fraud, AML/CFT and transaction-monitoring systems through standardized APIs. For each transaction submitted for assessment, TRUST shall generate an explainable trust/risk assessment, including the applicable trust score, risk classification, confidence level and reason codes. The participating institution shall retain responsibility for the final transaction decision.
A separate governance and monitoring capability may provide Smart Africa with non-personal operational telemetry necessary for SDK governance, version management, conformance monitoring and performance oversight. Such telemetry shall not include customer-identifiable information or complete transaction payloads.
The architecture shall remain modular so that the TRUST capability may subsequently support operator-level, national or regional deployment models without requiring fundamental redesign.
[bookmark: _Toc237524876]Note: The selected consulting firm shall review and assess the proposed architecture, validate its technical and operational feasibility, and recommend enhancements where necessary to ensure that the final architecture effectively meets Smart Africa’s objectives for the TRUST PoC. Any proposed enhancements shall remain consistent with the core principles of interoperability, data sovereignty, security, vendor neutrality, and decentralized transaction processing defined in these ToRs.
6.2  Conceptual Architecture
The proposed solution shall comprise five logical layers:
Layer 1 – Existing Payment Ecosystems
The solution shall support integration with existing payment infrastructure including:
· Banks
· Mobile Money Operators
· Fintech Platforms
· National Payment Switches
· Payment Gateways
· Digital Wallets
· Regional Payment Platforms
No modifications to core banking or payment platforms shall be required beyond SDK integration.
Layer 2 – TRUST SDK
The SDK shall operate as the integration layer between the payment system and the AI trust engine. The SDK shall be responsible for:
· Transaction metadata extraction
· Data validation
· Tokenization/pseudonymization
· API communication
· Configuration management
· Error handling
· Logging
· Local monitoring
· Secure authentication
The SDK shall be lightweight and deployable without disrupting existing payment operations.
Layer 3 – AI Trust Engine
The AI Trust Engine shall:
· receive transaction metadata;
· generate a trust score;
· calculate a confidence level;
· assign a risk category;
· provide an explainable recommendation;
· record model version information.
The AI engine shall support multiple machine learning models and future model evolution.
Layer 4 – Governance & Monitoring
The governance layer shall provide:
· Model management
· Version control
· SDK certification
· Performance monitoring
· Telemetry
· Audit reporting
· Operational dashboards
Layer 5 – Administration
Administrative capabilities shall include:
· Operator registration
· SDK lifecycle management
· Configuration management
· User administration
· Reporting
· Dashboard
· Documentation management
[bookmark: _Toc237524877]6.3  Functional Requirements
The TRUST SDK shall provide the following functional capabilities.
A. SDK Functions
The SDK shall:
· integrate with existing payment platforms;
· expose standardized APIs;
· validate transaction metadata;
· securely transmit scoring requests;
· receive AI recommendations;
· support configurable deployment options;
· support version upgrades;
· maintain audit logs.
B. Trust Scoring Functions
The solution shall generate a Trust Score, Risk Category, Confidence Score, Explainability Report, and Decision Recommendation. The decision recommendation shall support Approve, Review, Step-up Authentication, and Reject (configurable). The final transaction decision shall always remain with the participating institution.
C. Administration Functions
The solution shall provide:
· User management
· Operator management
· SDK configuration
· Version management
· Monitoring dashboards
· Reporting
· Notification management
D. Monitoring Functions
The solution shall monitor:
· SDK health
· Service availability
· API latency
· Error rates
· Transaction scoring volumes
· SDK versions
· Model performance
E. Reporting Functions
The Platform shall generate reports including:
· Operational reports
· Usage reports
· Performance reports
· Model performance reports
· Compliance reports
· Audit reports
[bookmark: _Toc237524878]6.4  Supported Deployment Models
Model 1 – Operator Deployment (Preferred)
The TRUST SDK and AI Trust Engine shall be deployed within the participating operator's infrastructure. All transaction data remains under the operator's control.
Model 2 – National Deployment
The solution shall support deployment within a national sovereign cloud or national payment infrastructure.
Model 3 – Regional Deployment
The solution shall support deployment within regional payment infrastructures where agreed by participating Member States.
Model 4 – Smart Africa Sandbox
Smart Africa may host a sandbox environment solely for testing, certification, demonstration, and interoperability validation. Production transaction processing shall not depend on the Smart Africa sandbox.
[bookmark: _Toc237524879]6.5  High-Level Transaction Flow
The proposed solution shall support the following logical transaction flow:
· 1. Customer initiates a digital payment transaction.
· 2. The originating payment system processes the transaction.
· 3. The TRUST SDK extracts the agreed transaction metadata.
· 4. The AI Trust Engine evaluates the transaction.
· 5. A trust score and explainable recommendation are generated.
· 6. The originating institution applies its own business rules and risk policies.
· 7. The institution makes the final transaction decision.
· 8. Operational telemetry and performance metrics are recorded.
The architecture shall ensure that customer-identifiable information is not unnecessarily transmitted outside the participating institution.
[bookmark: _Toc237524880]6.6  Telemetry and Impact Measurement
The solution shall include a telemetry capability that enables Smart Africa to measure adoption and operational performance without accessing production transaction data. The telemetry framework shall support reporting on:
· Number of SDK deployments
· Active institutions
· SDK versions
· Number of transactions scored
· Average response times
· Platform availability
· Error rates
· Model usage statistics
The telemetry framework shall not collect customer-identifiable information or transaction payloads.
Note: At the Request for Proposals (RFP) stage, shortlisted firms will be expected to present their proposed Business Architecture, Logical Architecture and Physical Deployment Architecture, demonstrating their understanding of the TRUST concept and any recommended enhancements to the proposed reference architecture.
[bookmark: _Toc237524881]7  Artificial Intelligence, Data Governance and Sovereignty Requirements
This chapter is what differentiates TRUST from a normal software procurement. It defines how AI will be used, how data will be governed, and how sovereignty will be preserved.
[bookmark: _Toc237524882]7.1  Artificial Intelligence Principles
The TRUST SDK shall incorporate Artificial Intelligence solely to enhance transaction trust assessment and decision support. The AI component shall complement existing fraud detection and risk management systems and shall not replace institutional decision-making. The Consultant shall ensure that the proposed AI solution adheres to the following principles:
· Explainability by Design
· Human Oversight
· Transparency
· Fairness and Bias Mitigation
· Privacy by Design
· Security by Design
· Continuous Learning
· Auditability
The final transaction decision shall always remain with the participating institution.
[bookmark: _Toc237524883]7.2  AI Functional Requirements
The AI Trust Engine shall support:
Transaction Trust Assessment
Generate:
· Transaction Trust Score
· Risk Classification
· Confidence Level
· Explainable Recommendation
The Consultant may propose appropriate machine learning approaches, provided they are technically justified and suitable for the African digital payment context.
Explainability
Every AI recommendation shall include a confidence score, reason codes, key contributing factors, and a human-readable explanation. The Consultant shall ensure that no recommendation is generated without an accompanying explanation.
Model Lifecycle Management
The proposed solution shall support:
· Model versioning
· Model approval
· Model deployment
· Model rollback
· Model retraining
· Performance monitoring
· Drift detection
· Bias monitoring
[bookmark: _Toc237524884]7.3  Data Requirements
The solution shall operate primarily on agreed transaction metadata. The Consultant shall define required metadata fields, optional metadata fields, data quality requirements, data validation procedures, and metadata standards. The solution shall minimize the collection and processing of customer-identifiable information.
[bookmark: _Toc237524885]7.4  Data Governance
The Consultant shall develop a Data Governance Framework covering:
Data Classification
Classify information according to sensitivity, including: Public, Internal, Confidential, and Restricted.
Data Ownership
The framework shall clearly define ownership of transaction data, metadata, AI models, SDK source code, generated analytics, and operational telemetry.
Data Retention
Define retention periods, archiving procedures, secure deletion, and backup policies.
Data Protection
The solution shall support encryption in transit, encryption at rest, tokenization or pseudonymization, secure key management, and access control.
[bookmark: _Toc237524886]7.5  Data Sovereignty
The TRUST SDK shall preserve the sovereignty of participating institutions. The Consultant shall ensure that:
· Production transaction data remains under the control of the participating institution.
· The solution does not require centralized storage of production transaction data by Smart Africa.
· The architecture supports deployment within operator infrastructure, national sovereign clouds, or approved regional environments.
· Countries retain control over their data governance policies and regulatory obligations.
The Consultant shall propose technical mechanisms that enable interoperability while respecting national data sovereignty requirements.
[bookmark: _Toc237524887]7.6  Operational Sovereignty
The Consultant shall ensure that:
· Participating institutions retain full authority over transaction approval and rejection.
· TRUST recommendations remain advisory.
· Existing fraud detection, AML/CFT, sanctions screening, and transaction monitoring systems continue to operate independently.
· Institutions may configure local business rules and risk thresholds.
[bookmark: _Toc237524888]7.7  Telemetry and Privacy
The solution shall include an optional telemetry capability to support operational monitoring and impact measurement. Telemetry shall be limited to operational metrics such as SDK version, active deployments, number of transactions scored, average response time, error rates, and system availability.
Telemetry shall not transmit:
· Customer identities
· Account numbers
· Transaction amounts (unless explicitly agreed)
· Payment messages
· Personally identifiable information
The Consultant shall provide mechanisms enabling participating institutions to configure telemetry in accordance with national regulatory requirements.
[bookmark: _Toc237524889]7.8  AI Ethics and Responsible AI
The Consultant shall prepare an AI Governance and Ethics Framework addressing:
· Transparency
· Explainability
· Human oversight
· Fairness
· Bias mitigation
· Accountability
· Security
· Privacy
· Responsible AI principles
The Consultant shall recommend governance mechanisms to ensure that future AI model updates remain transparent, auditable, and aligned with Smart Africa's Digital Public Infrastructure principles.
[bookmark: _Toc237524890]7.9  Intellectual Property of AI Assets
The Consultant shall ensure that:
· Smart Africa owns all AI models, source code, training artefacts, documentation, and associated intellectual property developed under this assignment.
· The solution does not depend on proprietary AI services or closed-source components that would prevent Smart Africa from independently maintaining, modifying, or deploying the TRUST SDK after project completion.
· Any third-party components shall be clearly identified, appropriately licensed, and approved by Smart Africa before integration.
[bookmark: _Toc237524891]8  Implementation Methodology and Project Approach
[bookmark: _Toc237524892]8.1  General Approach
The Consultant shall adopt an iterative, collaborative, and user-centred implementation methodology to ensure that the TRUST SDK is developed, validated, and refined in close collaboration with Smart Africa and participating stakeholders. The implementation approach shall emphasize:
· Continuous stakeholder engagement;
· Incremental solution development;
· Early validation of assumptions;
· Frequent demonstrations of progress;
· Agile delivery with defined milestones;
· Continuous quality assurance; and
· Risk-based project management.
The Consultant may propose an Agile, Hybrid Agile-Waterfall, or equivalent methodology, provided it demonstrates effective governance, quality control, and timely delivery.
[bookmark: _Toc237524893]8.2  Project Phases
The assignment shall be implemented in four phases.
Phase 1 – Requirements Analysis & Solution Design
The Consultant shall review project documentation, validate business and technical requirements, conduct stakeholder consultations, refine use cases, design the overall solution architecture, and develop the implementation roadmap.
Key Outputs: Inception Report; Business Requirements; Functional Requirements; Technical Specifications; Solution Architecture.
Phase 2 – Solution Development
The Consultant shall develop the TRUST SDK, the AI Trust Engine, and APIs; configure deployment environments; develop governance components; prepare documentation; and conduct internal testing.
Key Outputs: TRUST SDK; AI Model; APIs; Administration Portal; Technical Documentation.
Phase 3 – Pilot Validation
The Consultant shall deploy the solution in the agreed pilot environment, integrate with participating institutions, and conduct interoperability, security, and user acceptance testing; monitor operational performance; and refine the solution based on pilot results.
Key Outputs: Pilot Deployment; Validation Report; Performance Report; Lessons Learned.
Phase 4 – Knowledge Transfer & Project Closure
The Consultant shall deliver administrator and developer training, conduct operational handover, transfer source code and documentation, finalize governance documentation, and produce the Final Project Report.
Key Outputs: Training Materials; Knowledge Transfer Report; Final Documentation; Final Handover.
The phase structure and indicative timeline are summarised below.
	Phase
	Key Activities
	Deliverables

	Phase 1
	Requirements analysis, stakeholder consultations, solution architecture
	D1–D3

	Phase 2
	SDK development, AI model development, APIs, testing
	D4–D5

	Phase 3
	Pilot deployment, interoperability validation, performance testing
	D6

	Phase 4
	Governance framework, knowledge transfer, final handover
	D7–D9


[bookmark: _Toc237524894]8.3  Project Governance
The Consultant shall establish an appropriate governance structure including:
Steering Committee
Comprising Smart Africa, participating institutions, and key stakeholders. Responsibilities include strategic oversight, milestone approvals, issue escalation, and decision-making.
Project Management Team
Responsible for day-to-day implementation, planning, coordination, reporting, and risk management.
Technical Working Group
Responsible for technical validation, architecture review, standards review, pilot guidance, and technical recommendations.
[bookmark: _Toc237524895]8.4  Quality Assurance
The Consultant shall establish a Quality Assurance Plan covering deliverable reviews, code quality, architecture reviews, security reviews, AI model validation, documentation reviews, and testing procedures. All deliverables shall undergo internal quality assurance before submission to Smart Africa.
[bookmark: _Toc237524896]8.5  Risk Management
The Consultant shall maintain a Project Risk Register throughout the assignment. Risks shall include, but not be limited to, technical risks, integration risks, data availability, regulatory risks, cybersecurity risks, project schedule, resource risks, and pilot implementation risks. Each identified risk shall include probability, impact, mitigation measures, risk owner, and status.
[bookmark: _Toc237524897]8.6  Stakeholder Engagement
The Consultant shall work closely with:
· Smart Africa Secretariat
· Participating Member States
· Central Banks
· Financial Regulators
· Payment Service Providers
· Mobile Money Operators
· Fintechs
· National Payment Switches
· Development Partners (where applicable)
The Consultant shall prepare and maintain a Stakeholder Engagement Plan.
[bookmark: _Toc237524898]8.7  Reporting Requirements
The Consultant shall submit weekly progress updates, monthly progress reports, risk reports, issue logs, change requests, pilot progress reports, and a final project report. Monthly reports shall include progress against work plan, deliverables completed, risks and issues, budget utilization (where applicable), and planned activities for the following period.
[bookmark: _Toc237524899]8.8  Project Schedule
The Consultant shall complete the assignment within Six (6) months from the contract commencement date. An indicative implementation schedule is provided in the Deliverables Summary (Section 5.11) and the phase table above.
[bookmark: _Toc237524900]9  Testing, Acceptance and Performance Validation
[bookmark: _Toc237524901]9.1  Objectives
The Consultant shall develop and execute a comprehensive testing and validation programme to demonstrate that the TRUST SDK complies with all functional, technical, security, interoperability, performance, governance, and operational requirements defined in these Terms of Reference. No deliverable shall be considered complete until it has successfully passed the applicable acceptance tests and received written approval from Smart Africa.
[bookmark: _Toc237524902]9.2  Testing Strategy
The Consultant shall prepare a Master Test Plan describing testing methodology, test environments, test schedule, roles and responsibilities, entry and exit criteria, defect management process, acceptance criteria, and test reporting procedures. The Test Plan shall be submitted to Smart Africa for approval prior to commencement of testing.
[bookmark: _Toc237524903]9.3  Functional Testing
The Consultant shall demonstrate that all functional requirements are operating correctly. Functional testing shall include, but not be limited to: SDK installation, SDK configuration, API functionality, transaction scoring, administration functions, user management, reporting, monitoring, configuration management, and error handling. Every functional requirement shall be traceable to one or more test cases.
[bookmark: _Toc237524904]9.4  Integration Testing
[bookmark: _Toc237524905]The Consultant shall demonstrate interoperability with a minimum of three (3) participating payment systems/institutions during the pilot, as defined in Section 2.1. The selected integrations may include banks, mobile money operators, fintech platforms, payment gateways, national payment switches or other relevant payment infrastructure. The specific pilot integrations shall be agreed during the inception phase. The broader architecture shall nevertheless demonstrate the capability to support the different categories of payment ecosystems identified in these ToRs.
9.5  Artificial Intelligence Validation
The AI Trust Engine shall undergo comprehensive validation.
Model Performance
Validation shall measure precision, recall, accuracy, false positive rate, false negative rate, and confidence score distribution.
Explainability
The Consultant shall demonstrate that every recommendation is explainable, reason codes are generated, confidence levels are meaningful, and decision logic can be audited.
Bias Assessment
The Consultant shall perform bias testing to assess whether the AI model exhibits unfair or unintended bias across different transaction profiles. A Bias Assessment Report shall be submitted.
Model Robustness
The Consultant shall demonstrate that the model performs consistently under different operating conditions and with representative transaction patterns.
[bookmark: _Toc237524906]9.6  Security Testing
The Consultant shall perform vulnerability assessment, penetration testing, API security testing, authentication testing, authorization testing, encryption validation, and secrets management review. Critical vulnerabilities shall be remediated prior to production acceptance.
[bookmark: _Toc237524907]9.7  Performance Testing
The Consultant shall demonstrate that the solution satisfies the agreed performance requirements. Testing shall include response latency, throughput, concurrent transactions, scalability, high availability, recovery testing, stress testing, and load testing. The Consultant shall define target performance benchmarks and demonstrate compliance during testing.
[bookmark: _Toc237524908]9.8  Interoperability Testing
The Consultant shall demonstrate interoperability across different deployment environments. Testing shall verify SDK compatibility, API compatibility, multi-operator deployment, multi-country deployment, version compatibility, and future extensibility.
[bookmark: _Toc237524909]9.9  User Acceptance Testing (UAT)
The Consultant shall support User Acceptance Testing coordinated by Smart Africa. Representative users shall validate functional usability, administrative usability, documentation, operational readiness, reporting, and configuration. The Consultant shall resolve all agreed issues before final acceptance.
[bookmark: _Toc237524910]9.10  Pilot Validation
The Consultant shall conduct a pilot implementation with participating institutions. The pilot shall demonstrate successful deployment, end-to-end transaction scoring, stable operation, integration with participating systems, operational readiness, and governance readiness. The Consultant shall prepare a Pilot Validation Report including findings, recommendations, and proposed improvements.
[bookmark: _Toc237524911]9.11  Acceptance Criteria
Each deliverable shall be evaluated against the criteria below. Only deliverables meeting all applicable criteria shall be formally accepted by Smart Africa.
	Category
	Acceptance Requirement

	Functional
	All mandatory requirements implemented

	Technical
	Architecture complies with approved design

	Security
	No unresolved critical vulnerabilities

	AI
	Explainable, validated, bias assessment completed

	Performance
	Meets agreed benchmarks

	Documentation
	Complete and approved

	Training
	Successfully delivered

	Governance
	Governance documentation accepted


[bookmark: _Toc237524912]9.12  Defect Management
The Consultant shall establish a Defect Management Process. Each identified defect shall be classified as Critical, High, Medium, or Low. Critical and High defects shall be resolved before acceptance of the corresponding deliverable. The Consultant shall maintain a Defect Register throughout the assignment.
[bookmark: _Toc237524913]9.13  Final Acceptance
Final acceptance of the assignment shall be subject to:
· Acceptance of all contractual deliverables.
· Successful completion of the pilot.
· Completion of knowledge transfer.
· Delivery of all source code and documentation.
· Approval of the Final Project Report.
· Formal acceptance by Smart Africa.
[bookmark: _Toc237524914]9.14  Warranty and Post-Implementation Support
Following final acceptance, the Consultant shall provide a minimum warranty period of six (6) months covering defect correction, security patches, bug fixes, technical support, and minor configuration assistance. The warranty shall not include major enhancements or new functionality unless separately agreed.
[bookmark: _Toc237524915]9.15  Conformance and Certification Testing
The Consultant shall develop a Conformance Test Suite and a Certification Framework that Smart Africa can use to verify future implementations of the TRUST SDK. The framework shall include API conformance tests, SDK compatibility tests, security compliance tests, functional compliance tests, performance benchmarks, and interoperability certification criteria.
[bookmark: _Toc237524916]10  Team Composition and Consultant Qualifications
For an AI-enabled DPI project, the team matters as much as the technology. Rather than generic software developers, Smart Africa requires a multidisciplinary team with expertise in AI, digital payments, interoperability, cybersecurity, and project delivery.
[bookmark: _Toc237524917]10.1  General Requirements
The assignment shall be undertaken by a multidisciplinary team with demonstrated experience in designing and implementing Artificial Intelligence, Digital Public Infrastructure (DPI), digital payment systems, and interoperability solutions. The Consultant shall demonstrate experience delivering projects of similar complexity for governments, financial institutions, payment system operators, development partners, or regional organizations. The proposed team shall remain available throughout the assignment. Any replacement of key experts shall require prior written approval from Smart Africa.
[bookmark: _Toc237524918]10.2  Required Firm Experience
The Consultant shall demonstrate experience in at least the following areas:
· Artificial Intelligence and Machine Learning
· Digital payment systems
· Mobile money ecosystems
· Financial technology (FinTech)
· Payment interoperability
· API platforms and SDK development
· Cloud-native software development
· Cybersecurity
· Data governance
· Digital Public Infrastructure (DPI)
· Large-scale system integration
Preference will be given to firms with prior experience in Africa or similar emerging digital payment ecosystems.
[bookmark: _Toc237524919]10.3  Key Experts
The Consultant shall propose, at a minimum, the following key experts.
Key Expert 1 – Team Leader / Solution Architect
Responsibilities: Overall technical leadership, Solution architecture, Stakeholder coordination, Quality assurance, Technical supervision.
Minimum Qualifications:
· Master's degree in Computer Science, Software Engineering, Information Systems, or related field.
· Minimum 10 years' experience in enterprise solution architecture.
· Experience designing interoperable digital platforms.
· Experience leading complex ICT projects.
Key Expert 2 – AI & Machine Learning Specialist
Responsibilities: AI model design, Model training, Explainability, Performance optimisation, Bias assessment.
Minimum Qualifications:
· Advanced degree in Artificial Intelligence, Data Science, Computer Science, or related field.
· Minimum 8 years' experience in Machine Learning.
· Experience developing explainable AI models.
· Experience with transaction risk analytics is desirable.
Key Expert 3 – Digital Payments & Interoperability Specialist
Responsibilities: Payment ecosystem analysis, Integration architecture, Payment standards, Business process validation.
Minimum Qualifications:
· Minimum 8 years' experience in digital payments.
· Demonstrated experience with payment switches, mobile money, or cross-border payment systems.
· Knowledge of ISO 20022, payment messaging, and interoperability frameworks.
Key Expert 4 – Software Engineering Lead
Responsibilities: SDK development, API development, Software quality, CI/CD implementation, Technical supervision.
Minimum Qualifications:
· Minimum 8 years' experience developing enterprise software.
· Experience developing SDKs and APIs.
· Experience with microservices architecture.
Key Expert 5 – Cybersecurity Specialist
Responsibilities: Security architecture, Secure coding, Security testing, Penetration testing, Security compliance.
Minimum Qualifications:
· Minimum 7 years' experience in cybersecurity.
· Experience securing financial systems.
· Relevant professional certification (e.g., CISSP, CISM, CEH) is an advantage.
Key Expert 6 – Data Governance Specialist
Responsibilities: Data governance framework, Privacy, Data sovereignty, Metadata standards, Regulatory compliance.
Minimum Qualifications:
· Minimum 7 years' experience in data governance or information management.
· Experience in privacy, data protection, or digital governance.
Key Expert 7 – DevOps / Cloud Engineer
Responsibilities: Deployment automation, Containerisation, Infrastructure, Monitoring, Cloud architecture.
Minimum Qualifications:
· Minimum 5 years' experience in cloud-native platforms and DevOps.
· Experience with Docker, Kubernetes, CI/CD, and cloud infrastructure.
Key Expert 8 – Quality Assurance & Testing Specialist
Responsibilities: Test strategy, Functional testing, Performance testing, User Acceptance Testing, Quality assurance.
Minimum Qualifications:
· Minimum 5 years' experience in software quality assurance.
· Experience testing enterprise applications.
Key Expert 9 – Capacity Building & Change Management Specialist
Responsibilities: Knowledge transfer, Training, Documentation, User adoption, Change management.
Minimum Qualifications:
· Minimum 5 years' experience in ICT training and capacity building.
· Experience delivering technical training programmes.
[bookmark: _Toc237524920]10.4  Desirable Experience
Additional experience in the following areas will be considered an advantage:
· AI governance
· Responsible AI
· Open-source Digital Public Infrastructure
· PAPSS
· Mobile money ecosystems
· Digital identity
· Regulatory technology (RegTech)
· Financial inclusion
· AfCFTA digital trade initiatives
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