[image: ]
[image: ]
         10th January 2025


ANNOUNCEMENT
ISCO Technologies is seeking to recruit a competent candidate for the Cyber Risk & Privacy Analyst position.
Please, find a detailed job description (JD) attached.
Procedures To Apply:
Interested candidates should submit their soft application files including the following documents:
· Cover letter addressed to ISCO Technologies Managing Director,
· Curriculum Vitae, 
· A copy of National ID, 
· A copy of the required qualifications mentioned in the JD,
The above required application documents should be submitted in soft copies via the email below,
recruitment@isco.co.rw

Only the qualified candidates will be shortlisted for interviews.

The deadline for submission is 20th January 2025 by 17:00 Hrs.
Done at Kigali, on 10th January 2025.


_____________________________
Pamela MUTESI
Managing Director
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Cyber Risk and Privacy Analyst   The   Cyber Risk and Privacy Analyst will be responsible for identifying, assessing, and mitigating  cybersecurity risks while ensuring compliance with data protection and privacy regulations. This role  involves working with cross - functional teams to safeguard s ensitive data, implement privacy controls,  and develop strategies to protect the organization's digital assets from threats.   Responsibilities      Risk Assessment and Management:   o   Conduct regular risk assessments to identify vulnerabilities within  information systems  and evaluate potential impacts on data privacy and security.   o   Develop and implement mitigation strategies to address identified risks.   o   Monitor and report on cybersecurity and privacy risks regularly.      Security Assessment:   o   Use tools like SIEM systems, data loss prevention solutions, and governance, risk, and  compliance platforms for continuous monitoring.   o   Evaluate new technologies and solutions for potential security implications   o   Conduct vulnerability assessments and penetration testing   o   Review systems architecture and application designs for security considerations      Policy Development:    o   Develop, implement, and maintain cybersecurity and data privacy policies and  procedures that align with best practices and regulatory requirements.   o   Implement privacy - by - design principles in collaboration with product and engineering  teams.      Compliance Monitoring:    o   Monitor compliance with data protection and privacy regulations and internal policies,  reporting any non - compliance issues to management.   o   Monitor changes in data protection laws and regulations to ensure the company  remains compliant.      Data Protection Impact Assessments:   o   Perform Data Protection Impact Assessments (DPIAs) to evaluate the risks associated  with processing personal data.   o   Advise on data  retention, encryption, and anonymization practices.      Incident Response:    o   Assist in the development and execution of incident response plans related to data  breaches or cybersecurity incidents.   o   Collaborate with technical teams to remediate issues promptly.  
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  o   Document and report incidents to regulators and stakeholders as required.       Training and Awareness:   o   Educate staff on cybersecurity best practices and data privacy measures to foster a  culture of security awareness within the organization.   o   Engage with partners and external stakeholders to foster a culture of data protection  within their organization.      Collaboration:    o   Work closely with IT security teams, legal departments, and compliance officers to  ensure integrated approaches to risk management and data protection.   o   Manage queries from data subjects regarding personal data and privacy.   o   Act as the point of contact between the company and any Supervisory Authorities  overseeing data protection activities.   Education      Bachelor’s Degree: A degree in Computer Science, Information Technology, Cybersecurity,  Data Privacy, or a related field is typically required.   Qualifications      Experience: At least 3 years of experience in cybersecurity, risk management, or privacy  compliance roles.      Knowledge of relevant laws and regulations governing data protection and privacy      Familiarity with data governance frameworks and tools for managing data privacy risks.      Professional certifications such as Certified Information Systems Security Professional  (CISSP), Certified Information Privacy Professional (CIPP), Certified Information Security  Manager (CISM), CRISC (Certified in Risk and Information Systems Control), CE H  (Certified Ethical Hacker) are highly regarded.      Skills:   o   Strong analytical and problem - solving abilities.   o   Excellent  communication skills for explaining technical risks to non - technical  stakeholders.   o   Attention to detail and organizational skills to manage multiple tasks.   o   Strong understanding of cybersecurity risk management frameworks (e.g., NIST,  ISO 27005).   Familiarity with security technologies and tools (e.g., firewalls, intrusion detection systems,  vulnerability    
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