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2 Description

This seclion provides context for this Building Block

The Digital Registnes Building Block provides semraces to other Building Blocks and to exdernal systems,
to store and manage data/claims on any entity (persons, places, and things) in forms of uniquely
identifiable records in a database

For example, these records could contain health and medical information, ownership of property, vehicles,
money, qualifications, birth/expiry of people and entities, land surveys, manufacturing information of
vehicles and eguipment, banking and commercial fransaciions, efc. Given the diversity of such
information, this Building Block provides senvices useful o abstract the siructure, linkages, and grouping of
information into various records and collections such as financial, legal, medical, social, educational,
commercial, etc , as needad

The Building Biock provides the capability to capture, store, search, distribute, and present data with zero
or minimal need for software development. It also maintains and reports logs of all operations taking place
on database schemas and data_ It contains various functional components, and data resources fo abstract
away all the detalls and complexity, and to expose capabilities as serace-APIs o extemnal Building
Block=/applications.

The Digital Registries Building Block is an optional Building Block for other GovStack Building Blocks that
have the need to store information. Any traditional database platiorm could be used alone or in
combination with Digital Registries Building Block The Digital Registries Building Block can operate as a
standalone senice and could be implemented as one cenfralized instance per domain, containing multiple
regisines in one instance, or many instances per domain, each database in (1S own Senver.
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3 Terminology

Teminology used within this specificafion

Term

Reg !
Entity

Claim

Registrar
Applicant

Operator
Administrator/Analyst
Rules engine

Automation

Trigger

Description

A paper-based or electronic database (centraliz
or decenfralized, i 8. blockchain) where claims &
stored and can be consulted

Process through which an entity gets claims
recorded in a registry

A thing with distinct and independent existence,
such as a person, organization, or device.

An affribute assered by an entity, about itself or
another entity.

An entity that asserts a claim.

An entity that is authorized 1o register, in a regisi
claims submitted by an applicant

Entity that requests the registration of claims in &
regisiry.

A registrar or a staff of a registrar who is process
the request of an applicant.

A registrar or a staff of a registrar who is building
new registry.

A tool transforming business rules relating to a
registry, defined by a human analyst, into machi
readable statements.

A database-level data movement

A record-evel automation.



4 Key Digital Functionalities

Key Digital Functionalifies descrnibe the core {reguired) functions that this Building Block must be able fo
perorm.

The Digital Registries Building Block is an applicaton meant to offer fast and intuitive database
management functonalities to entiies without the need for database experts. The Digital Regisines
Building Block is simple to use like online Excel with advanced data management and connectivity
oplions for agvanced users. Digital Registries Building Block is a multi-tenant platform where users can
create and manage new registry databases. Each registry database created in the system will have
automatically REST senvices generated.

The Digital Registnes Building Block no-code development platiorm uses graphical wizards to create and
build software, unlike the traditional approach which uses computer programming languages. it is simple
to use, similar to online Excel with advanced data management, log, and conneciivity options for
advanced users. Each register created in e system has a simple User Interface 10 see and edit data and
an AP| connector with aulomatically created Open AP| senvices for machine-io-machine communication.
The Digital Registry System does not contain data captunng and worlkdfiow functionality, howewver, if a user
interface and data processing is needed then Digital Registnes can be combined with other GovStack
building blocks (e.g. the Registration Building Block) as a plug-and-play.

4.1 Administrative/Analyst Functions

The first user of the Bullding Block is an AdministratordAnalyst who is buillding a new regisiny. The
Analyst is the person who 15 building the new registry database, changing the existing database
configuraion, or simply adménistering the API user authorization. The Administratorfanalyst is using a web
user interace

The key functions of the Building Block for Analysts are:
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Create a new register/database (via AP or Web user interface),
Create and configure the schema of the register (AP] or Web user interface).

Change schema configuration and publish the new version of the database and API senices (AP or
Web user interface),

Enter data o the register (API or Web user interface),
View data records in the register (AP1 or Web user interface);
Update data in the register (API or Web user interface),
Import/export data fromio extemnal files;
Import/export registry database schema;
Create AP senvices,
View stafistics (API or Web user interface);
inspect transaction log of registry data operations (API or Web user interface),
Manage access o registry data. Authonze users 10 see and edit registry records or data fields
(Atiibute-Based Access Control management);

Share data with other users via e-mail, or via a unigue and secure Uniform Resource Locator (URL)
sharing can be field level or record level.

4.2 Applicant Functions

The second main user is an Applicant who is consuming registry data via other Building Block (e.g
Registrafion Building Block) screen flow or via Informafion Mediator Building Block APl services.

The key functions of the Building Block for Applicants are:

N oo ok W

Search data from the register,

Read data from the register,

Create data in the register,
Update data in the register;

Delete data in the register;

Validate if given content exists in specified register,
Read statisics.



5 Cross-Cutting Requirements

This section will highlight imporant requirements or describe any addifonal cross-cutling requirements
that apply 1o this Building Block.

5.1 Requirements

The Cross-cutting requirements described in this section are an extension of the cross-cutiing
reqguirements defined in the Architecture specification and Secunty requirements. This seciion highlights
cross-functional requirements for the Digital Regisiries Building Block and in addition, describes any
deviation to the Architecture Building Block cross-cutting requirements.

5.1.1 Citizen-Centric (RECOMMENDED)

Cancel mandatory requirement “Right to be forgofien. evenything must be deletable”. This 1S not a good
practice for government regisiries

5.1.2 Open (RECOMMENDED)

Cancel mandatory requirement. "Cloud-native, i &. Docker and Kubernetes”, Digital Registries must have
also an on-site installaion opfion.

5.1.3 Robust (RECOMMENDED)

Operates in low-resgurce environmenis

Cancel mandatory requirement. "Occasional power”, In Digital Registries not possible, thus should be
opfonal, This can be solved with backup power resources (UPS) and a generator that keeps he systems
running without interruptions.

Cancel mandatory requirement “Low-reliability connectivity”. Client-senver systems are nof refiabie in this
situation, instead addifonal hand held connection-less data capuning devices should be used and data
reentered/uploaded 1o the sen/ers when connaction is restored (not coverad in this version scope).

5.1.4 Databases must not include business logic (RECOMMENDED)

Cancel mandatory requirement “no tnggers/stored procedures shall be used”. Some stored procedures
may be needed for database record |D generation.

5.1.5 Privacy and protection of user data (REQUIRED)

Add mandatory requirement The following requirement should be added to other Building Blocks' cross-
cuting requirements: Each owner of the personal data (e.g. cifizen) must be able o see who has looked at
their personal data in the registry. All captured personal user data must be marked as “personal data”™
Users can make requests o see the informationfogs of accessing personal informaton. AP must be
available for authenticated users to see their own personal data audit ogs.



5.2 Standards
The following standards are applicable fo data struciures in the Digital Regises Building Block

5.2.1 OpenAPI

OpenAPl Version 200,301,310



6 Functional Requirements

This section lists the technical capabiliies of this Building Block

6.1 Administrative/Analyst Functions



« DRS-1: Analysts have the option 1o create a new reqistry database by filling in the following
information (REQUIRED):
1 Name of the database,
2. A shortname,
3. Schema of the database (see DRS-3).

+ DRS-2: Analysts can create multiple databases in one system instance, Databases must be linkabie
with foreign keys. See the foreign key API descripfion example in Appendix 2. Analysts can configure
which databases and which fields are linked. In this document and foreign key function, we consider
databases as database tables that can be linked with one another, See the example (lustration, User
story: As a user, | can browse database content (Dats) in the user interface and when databases are
linked, then | can dlick and move from one databasefable to another where the comesponding linked
data will open in the user interface. In the Digital Registries Data user interface. it should be possible
to open another database by clicking on the record ID in one database and all corresponding records
from the other Database will open. i is required to have at least two levels of IDs (database 1D and

field ID) fo link the databases. See the example AP in Appendix 2. Example’ In one registry database
we store information about Mother and Child records. In the second registry database, we siore

information about payments made for the mother. The system must enable a foreign key link between
the payment database to the Mother and child record database Users can click in the payment
database record user interface fo the Mother ID field and the system user interface should open the
comesponding record in the Mofer and Child database. (REQUIRED)

+» DRS-3: Analysts have the option to add fields to the database schema. Fields of the database must
contain at least the following elements (REQUIRED).

1. Field name;

2. Field type, at least with the following types:
Texd,

Number;

Boolean:

Date/ime,

Date;

Time;

File (pdt, doc, efc.). File extensionstypes must be configurable;
LisvAmawEdit grid (sub-tablefarmay of values inside a field);

. O R

Block container (optional, o group fields visually):

10. List of Values/Catalog (holding value and key).
3. Field properies (see more in DRS-33)

« DRS5S-4: Analysts have the option fo publish the database. Publishing will reveal the database to users.
(REQUIRED)
« Publish uses versioning. Each publish creates a new version of the database schema and AP
SEnices,
« Did database schemas must be available to the users,



* Data stored in the old database versions must be usable in old versions and in new versions;
» Analysts can delete database schema versions. Same version AP senvices must be deleted at the

same time.
» DRS-5: Analysts must be able to configure the AP| services per registry database  (REQUIRED)
» The system automatcally creates API senices to.
» Create data,
« read data,
+ update data;
« delete data,
« validate data (if exists)
« Uupdate or create data.
« Analysts can hide/dizable API services,
» Analysts can delete AP senvices,
« Analysts can copy AP senvices,
» Analysts can create custom AP senices,

« The system generates the AP| data structure from the dynamic database structure automatically
each time a publish is done

+» DR5S-6: Authonzagon o (REQUIRED)
1 create and manage databases,
2. APlusage per service, per record, per data field,
3. access o DATA.
Analysts have the option to manage user rights of a database and data via AF| and via a user
interface.
« "Any logged-in user” role must be available;
« "Anomymous” user role must be available;

= Afiribute Based Access Control (ABAC) logic could be used (AP, Schema, data fields, record
filter, users);

« Per user, per group of users option must be available.
« Group is a setof users in a role.
+ Roleis asetof nghts.
+ DRS-T: The system must log all data processing in the database. (REQUIRED)
» Schema changes must be logged;
« Data processing (Create, Read, Update, Delete) must be logged;
« Logs must be visible and searchable o the Analyst via the User Interface;

« Every data owner (e g. physical person) has the option to see who has processed hisher data
(PersonalData). The function is a standard function for all registnies (DRS-14 AP| example).

« Change logs are protecied with the highest level of integrity (chaining of logs)
« Dalabase logs could be logged with an exiernal blockchain for addiional secunty (optional).



* DR5-8: Personal Data usage. (REQUIRED)
System must automatically store all data read requests and store these in the log B&ble.

« Covers data read events via User Interface and via APIs.

« Personal Data logs are stored with PersonalData data tag, stonng at least the following
inbormation.

» LoglD;

« Data record ID:

« Field ID,

+ PersonalDatalD (unique and unchangeable identifier of a person),
« Reader ID- who read the data;

« Reader name- name of initial of a person;

« When- the moment when the Personal Data was read.

« The Personal Data report is visible only for Analysts 10 see all data read logs and Data Owners
(physical persons) to see thair own personal data usage log. Inputis PersonalDatalD field

« PersonalData report is usable as an API service (read)

» Systemn has API for PersonalData reports. APl is per registry(database)

« System must log Personal Data log read events to the log table.
« DRS-8 Analysts must be able to create views of a database. (OPTIONAL)

« Viewis a selection of data from a database;

« View can be opened as OPEN DATA (anonymous user),

« View can be created and it can be as a base for an AP| sanice (Custom APT),

+ View is not for changing or deleting data, only for reading;

» View rights are managed by the user rights management system.
* DRS-10: The option export database schema to JSON file, (opional: XLS file formaf). (REQUIRED)
+ DRS-11° The option to import database schema from JSON file. (REQUIRED), The option to import

database schema from XLS file. (OPTIONAL)
+ DRS-12° Service usage statistics (OPTIONAL)
« Systern must record all AP senvice usage information.
» System must record all searches made in the Registry User Interface and wa APls.

« DRS-13. An analyst must be able to mark a field as PersonalData log object (This field contains
personal data). (OFTIONAL)

+ DRS-14° An analyst must be able to mark a field as PersonalDatalD. This is the data owner's ID
(OPTIONAL)

« DR5S-15 An analyst must be able o0 mark a field as secret- This field contains secret data (credit card
number). E.g. secret data (card data) must be encrypted while at REST.
Information in transit between the Bullding Blocks is secured with encryption. Information in Transitis
described and govermned by Information Mediator Building Block (REQUIRED)

+ DRS-16° Analyst has e opiion to read database schema in the web User Interface. (REQUIRED)



- CHILE 3
DRS5-33: Analyst has capabilities o configure database field properties (REQUIRED
1_APl-ra|amd)!‘§1d properties: z e )

« Validation options: required, unique, ma, min.
« blinded/encrypted (DRS-15, DRS-18);
2. User Interface related field properties,
+ field mask, format,
» read-only,
+ personal data,
enum list selection;

blinded/encrypted (DRS-18);
multiple value/array. User can add more values (e.g. mult select from catalog list) to the same
field. Multiple values are:

« array type field;

« validaion options- Required, Unigue, max, min,

« Foreign keys (to link other databases in the same ecosystem). See the exampie schema in
Appendix 2.

Triggers to autiomate field content-related actions:
« Creaie lDs,

L]

« mermnge fields,

« add prefix,

o suffix,

« conditional logic,

« iggerwill be acivated if certain condition(s) are frue,
+ fransform-upperiower case/ javascnpl);

« Triggers are automated when a record is created/changed. A tigger is a record-level
automaton.

« DRS-34 Analyst has the capability to add an encryption key per database, (REQUIRED)
» Encryption key is used to encrypt and decrypt data (DRS-17).
« Encryption key can be used by applications to read encrypted data. Each database has a unique
encryption key defined by the analhyst
+ Encryption key is blinded in the User Interface.

If applicaiions want fo read encrypled data via API they must know the encryplion key Datais
decrypted in the user interface.

» DARS-35 Analyst has e capabiliies o automaie data exchange between databases intemally and
extemally via AP (REQUIRED)

«» Automation is triggered automatically after a pre-configured ime interval as a loop (finishes when
all corresponding records have been processed)

+ AutomaBon processes one record at a ime.



* Automafion has configurable condifions (business rules in Rules Engine). E.g. IF field A =123
then true. Conditions can be grouped with AND and OR operafors.
» Automation is configured by mapping (input, output) registry data fields to:

« another database in the same Instance.
¢ AP|in an external database.

Mapping imvolves:
* query part (inpuf)
» answer par (output)

Mapping can be done from many to one and one to many Mapping may have a transformation option
to convert data to another format. E.g. est-=EST,

Expected outcome: Automafion can be activated automatically when certain conditions are true and
the system sends data to another database or 1o an extemal AP

« DRS5-36. Analyst may have capabilities to use database schema templates so that the registry creation
is faster (OPTIONAL)

« Schema templates can be shared in the same instance (intemal marketplace).
« Schema templates can be shared in & marketplace.
» Schema templates can be imported and exported.

« DRS-17: Analyst has a wew o see all data in the registry (REQUIRED)
Two main Views:

« Main registry records gnd view
* Record detail view.
» Seedala
+ See documents(open ifimage, download if other type);
» Data log view (changes (create, update, delete). Data before and after).
« Data read view (informafion about who has looked atlexported the data) Data and data reader
information is stored in the log registny.
+ DRS-18 Analyst has a view to edit data in the registry. (REQUIRED) Two main views:
« Main grid (inline editing)
» Detail record edit view:
« Editdata;
« Remove/add documents (upload)
Al data changes are logged.
« Analyst has option to delete data in the ragisiny
+ All data changes are logged
+ DRS5-19 Analyst can use additional funcBons to simplify data searching (REQUIRED)
» Filtering by search criteria by field content
+ Full-iext data search
» Order by each data field



" DRS-20: Import data o the registry. Analyst has the option to import information info the database.
Import formats are: JSON, CSV, XLS. (REQUIRED)

+ DRS-21° Export data from the regisiry. Analyst has the option to export seleciedfiltered data from a
registry to CSVIXLS, JSON. (REQUIRED)

+ DRS5-22 Stafistical quenies. The systemn should have fhe ability io (REQUIRED):
1 Produce standard stafistical reports
« System must show stafistics of all registered items in the registry, with vanous criteria for
filtenng. For example:
+ Detalls of regisiered people
« Detalls of regisiered senices
« Time senes: Change in registration of people/senvices over tme
» Details of change to data elements (audit logs)
« Generate custiomizable reports based on the fields registerad in the registry
2. Allow the analystuser o analyze data collected in the system in vanous ways:

« {Option) Develop funcionality o allow cusiom dashboards for analysts to analyze data within
databases.

« Provige AP|s for exdracting data from databases 10 analyze in exiernal data analyiics systems
{e.g. Tableau).

+ DRS-33. Users can share data with other users. Share data with other users via e-mail, or via a unigue
and secure URL. Shanng must be at a record level and field level. Data shanng can be tumed off in
the authorization module. Data can be shared with anonymous users. The data shared with

anonymous users is Open Data. (REQUIRED)
« DRS-28. Developer has the opbon o create a new regisiry database by sending data via AP
(REQUIRED). Developer is a user who is using AP| interface

1. Name of the database,
2. Ashort name;
3. Schema of the database (see DRS-3).
« DRS-29: Developer can create multiple registry databases into one system instance. (REQUIRED)

+ DRS-30. Developer has the option to publish the database. Publishing will reveal the database to
users. (REQUIRED)

* DRS3-31: Developer must be able to modify API services per registry database. (REQUIRED)

« The system generates the AP| dafa structure from the dynamic database structure automatically
each time a publish is done.

« The sysiem automabcally creates AP senices o
» reate data;

read data;

update daia;

delete data;

validate data (f exists);

L]

-



Developer can delete AP samnvices;
« Developer can copy API senvices,

« Developer can create custom API senvices.

+» DRS3-32° Developer has the opbon fo read database schema via APl. Developer has the option to read
the list AP| services available per Database. (REQUIRED)

6.2 Applicant Functions



« DRS-23. Building Block must enable client systems to process (CRUD) the database records via
Open APl sendces (REQUIRED)

« Applicant can search data,
« Applicant can create data;
 Applicant can read data;
« Applicant can update data;
« Applicant can delete data;
« Applicant can create or update data.
Building Block authorizes client systems and users to process data

+« DRS5-24 Buiiding Block has the Open AP| senice list (Swagger) to visualize all AP services and AP
sernvice versions. (REQUIRED)
Client systems must be able to see all AP| senvice descriptions including:

« Description of each field
« Example data of each field.

If possible then the example must be real 50 that whoever is looking atthe AP| specifications can test
the example data in the sendce (try If).

+« DRS-25: Systemn has an API for PersonalData usage report. (REQUIRED)

» AP input must be configurable by the analyst Input must be a unigue identifier of the data
owner(e g. personal identificabon number)

« [fthe regisiry database schema is designed to store personal data then the analyst must be able fo
link the personal data to the owner of personal data (e.g. cifizen).

» DRS5-26° Stafisical quenies via API (OPTIONAL)

« System should make data accessible through the AP
* Regisiration Data;
» Program Data.

» AP should allow quernying data with muiiiple parameters:
« Date, ime ranges;
« Registered Program.

» Only authorized data should be available through the AP,

« DR5-27 Using viewing event logs- every data owner has the right fo see who has looked at their
personal data. (REQUIRED)

« [Data owner is a physical person whose personal data is stored in he regisiry.

« Data owner has the right to access data reading/processing event logs of the personal data they
own. Personal data in a registry is marked accordingly (PersonalData) by the analyst

« PersonalData logs are visible via APl orvia User Interface (Personal Data repori).

Building Block Components



The Building Block has a user interface to query and consult the registry data but in most cases, the
Applicants are using the end client applications like Registrafion Building Slock 0 access the regisy. Amy
Building Block can guery data from Digital Registries Building Block via APls if autharizafion is given.

Users  Analyst/Admin IT- developer

Digiml regisries Luncional Componens



7 Data Structures

This secfion provides information on the core data sfructures/data models that are used by this Building
Block

7.1 Resource Model

The resource model shows the relationship between data objects that are used by this Building Block.

7.2 Data Structures
The Data Structures provide detail for the Resource Model defined above. This section will list the

corefrequired fields for each resource.
7.21 Minimum Required Data

Description: The Data Stuciures can be exiended for a parficular use case, but they must always contain,
at the minimum, the fields defined here.

Fields:



Database ID

Database name

Schema D

Database schema

Version

Data 1D

Registry number

Fieid bype

Field value

Audst log old value

Audit log new value

Type

varchar

integer

json abject

MLmenc

integer

datetme, date,
boolean, text, number

boolean, text, number

datetime, date,
boolean, text, numbar

Descripion

UInigue identifier of a
dafabase.

Mame that will define
the databass content
MName |5 public.

Database schema 1D

Database schema
See example in
Chapters 7.3.1 and
732

Database version.
Each change in
schema will produce

the next version of the

database and AP
SEIVICes.

Data element unigue
identifier

Additional registry
identfier. Unigue

identifier in the registry

Field type: datetime,
date, boolean, text,
numiber, file.

Field value, data
stored in the field.

Field value before
change.

Field value after the
change.

Motes

Required

Required

Required

Required

Required

Required

Requiraed

Required

Required

Required

Required



8 Service APIs

This seclion provides a reference for APIs that should be implemented by this Building Block

The APIs defined here establish a bluepnint for how the Building Block will interact with other Building
Blocks. Additional APls may be implemanted by the Building Block, but the listed APls define a minimal

set of funclionality that should be provided by any implementation of this Building Block

The GavStack non-functional requirements document provides additional information on how "adapiors'

may be used to ransiate an existing AP to the patterns descrbed here. This section also provides
guidance on how candidate products are tested and how GovStack validates a product's API against the
AP| specfications defined here.

The tests for the Digital Registnies Building Block can be found in this GitHub repository.

The Digital Registnes Building Block may contain multiple registries/databases. The dynamic nature of the
database structure reguires a standard set of auiomatically generated APIs for all databases hosted on the
platform. The system generates default AP| method endpoints automatcally after each publication of the
database schema. A new AP senvice version |s generated after each schema publish. Database schema
version and AP1versions are in sync.

The naming corvention and structure of the AP| endpoint are the following:
Hinformation type}{registry acromym or code}fversion}{AF| method as a namel.
Example 1: /fapidata/cr’]l Oicreate

Example 2: fapilv0l/database/modify

Each registry contains a unigue set of data and the Building Block enables an Analyst io change the data
storage structurefschema on the fiy. In the following example API descriptions are generated for one
example dataset for the Postpartum Infant Care Program registny, whene the Caretaker and infant child are
registered and a registrabon 1D s issued.



Regisration

Registration dabe l

Expiry date ! /"
Careiaker

[1]
st rEme

Lt mamoiy
\ Diate of Birth
Prone
Emal

| Document

Example registry datsbese logical data model




ID:string
Firstname:string
O IDstring*

(O-~Chiidy }

Lastname:string
Birthdate:string

Address:string

o v o S = =

Birth_certificate:file

(O Registration date.'str;:g Citizenship:string

Oresctiomay |

ID:string
QO iry date:strin

s . Firstname:string
Lastname:string
Birthdate:string
(O-=Caretaker( )
Phone:string

Email:string

Picture:file

2 G 0 0 O O O

Document ID-file

Exampls regisiry datsbase Json schema

Digital Registries Building Block is expected fo host the following AP| senices for each database hosted
on the platform.

The APl is built using a representational state transfer (REST) software architectural style and described in
Open API 3 standard using YANL (a human-readable data-senalization language). Request and response
body is in JSON (lightweight data-interchange formaf).

8.1 Administrative/Analyst Functions



.
IdataifregistryName}/{versionNumber}

list

Searches (Regex suppored) and retums muliple records a3 an anrray-ist.

Parameters

Path

registrylasss string
varsionNumbars string
Query

szarch string

Field for searching random siring type data from dambase
filter string
Field name that wser wishes to filter

ordering string

How user wishes to order the data

page integer
Result page number
pageSize integer

Number of results on one page

guery.<fisldName> string

E:xample of searchable databasze field. If more searchable hieids are in DB, then more aimilar fiekds wall
follcwy in mput

Header

Information-Madiator-Clients string

Format is- INSTANCE/CLASSMEMBER/SUBSYSTEM

Responses

" 200 OK -]




v G
IdataifregistryName}{versionNumberjread

read

Searches and returns one record,

Parameters

Path

registrylame. string
versionNumbers string
Header

Inforsation-Mediator-Cliants string

Format is: INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Example Schema

{
“guery” {
“content”: {
“id™: "EE3TEGZT348834",
“firstMlame”: “John Helmust",
“lastiame” "Smigh Carry”,
“birthCertiicate|d™: "RR-1234567T888"

Responses
& 200 OK

& 404 Not Found
Record not found




v
IdataifregistryName}{versionNumberjupdate

update

Updates one existing recond in the registry database.

Parameters

Path

registrylame. string
versionNumbers string
Header

Inforsation-Mediator-Cliants string

Format is: INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Example Schema

{
“guery” {
“content”: {
“id™: "EE3TEGZT348834",
“firstMlame”: “John Helmust",
“lastiame” "Smigh Carry”,
“birthCertiicate|d™: "RR-1234567T888"

Responses

& 200 OK




v
IdataifregistryName}{versionNumberjupdateEntries

updateEntries

Updates muliple records in the registry database that match the input queny.

Parameters

Path

registrylame. string
versionNumbers string
Header

Inforsation-Mediator-Cliants siring

Format is: INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Example Schema

{
“queny”: {
“cantent” {
“id™: "EE3TEGZTI48834",
“firsthlame™: “John Helmust",
Tasthlame™: "Smith Carry™,
“birthCertiicate|d™ "RR-123456TE888"

Responses

& 200 OK




v G

IdatafregistryName}{versionNumberfupdateOrCreate
update-or-create

&Pl updates existing record f matching with input parameters is successful If record s not found the AP wall
create & new record.

Parameters

Path

registrylasss String
versignNumbars string
Header

Inforsation-Mediator-Clisnts BEring

Format is INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Exampie  Schema

{
“query™: {
“content {
“id™: "EE2TEG2T348834",
“firstMlame": “John Helmust™,
“lasthlame”: "Smith Carry”,
“birthCertificateld™ "RR-1234567E88"

Responses

. 200 OK »

8.2 Applicant Functions



v
IdataifregistryName}i{versionNumber)exists

exists

Searches records based on input parameters and retums boolean answer (truafalse).

Parameters

Path

registrylame. string
versionNumbers string
Header

Inforsation-Mediator-Cliants siring

Format is: INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Example Schema

{
“query”: {
“content”; {
“d™: "EE3TE6ZTI4E834",
“firsthlame™: “John Helmut”,
Tlastame”: “Smih Carry”,
“hirthCanificam!d™ "RR-123456T888"

& 200: OK




v G
IdataifregistryName}{versionNumber}fid¥delete

delete

Delete record.

Parameters

Path

registryllames string
versionNumbars string
ids string
Header

Inforsation-Mediator-Clients string

Format is: INSTANCECLASSMEMBERISUBSYSTEM

Responses

@ 204: No Content




- CD
IdataffregistryName}{versionNumber}{uuid)/readValue ffield] fext}

readvalue

Searches and retums one record's one feld value.

Parameters

Path

registrylame. string
versionNumbers string
uuids ring
Fields string
axtay string
Header

Informmation-Madiator-Clients string

Format is: INSTANCECLASSMEMBER/SUBSYSTEM

Responses

& 200: OK




Allcwss & USEr 10 288 who has read their personal dats.

Parameters

Query
userids string

User's personal unigue dentifier

databaselds string
Clatabase acronym

Header

Infommation-Mediator-Clisnts string

Fommat is: INSTANCE CLASSMEMBERISUBSYSTEM

Responses

& 200 OK
Success Response

& AN Bad Reguest
imvalid 1D supplied

® A04: Mot Found
Person requests not found




.
idatabase/{id}

APl gndpoint that aliows user 1o get database information with schema

Parameters

Path

ids integer
Header

Information-Madiator-Clients string

Format is: INSTANCE CLASSMEMBERISUBSYSTEM

Responses

® 200 OK

v D

idatabase/{id}

API endpoint that allows user to delete database schema

Parameters

Path

ide integer
Header

Information-Mediator-Client= string

Format is: INSTANCECLASSMEMBER/SUBSYSTEM

Responses

& 200 OK
Success




v G

Idatabase/modify

APl gndpoint that aliows user 1o create or modify database schema

Parameters

Header

Infommation-Mediator-Clients

siring

Format is: INSTANCECLASSMEMBER/SUBSYSTEM

Body
Example Schema

{
“groupMame”: "Test".
“catalogMame”: "Mother and Child™,
“code”. "MCR",
"schema™ {
“ype”: "object”.
“propertes” {
10 {
“type™: "siring”,
“triggers” [
{
“condiions": [
{
Togie™: Tmm",
“valse" ™,
“gate”: “H&"
}
“achons [

{
e “set-value”,

“vakee": "MCTS{indexMoByCode}",

Tl a1
}
1
}
)
“primaryiey™ true,
“readOnly": true,
"descripton”: "Ragistraton ID",
“examphe™ WMCTS3L",
1
}
“child"; {
“type”: “string”.




Responses

& 200 0K
Success

v CE

Idatabases

APl gndpaint that alicws user to get information about all databases

Parameters

Header

Information-Mediator-Clients

SiTing

Format is: INSTANCECLASSMEMBERISUBSYSTEM

Responses

& Z200: OK




v 2
IdataifregistryName}/{versionNumber}

list

Searches (Regex supported) and retums multiple records as an array-hist.

Parameters

Path

regist ryNases string
versionNumbers string
Query

search siring

Field for searching random string type data from database

filter nring

Figld mume that user wishes 1o filter

ordering string

How uzer wishes 1o order the data

page integer
Result page number
pageSize integer

Mumber of results on one page

query.<fieldName> string

Exampie of searchable databaze field. if more searchable fields are in DB, then maore similar fielkds will
Fodicne: in input

Header
Infomation-Mediator-Clients string

Format is: INSTANCE CLASSMEMBERISUESYSTEM

Responses

. 200 0K >




v G

IdataimeisicreateEntries

Parameters

Header
Inforsation-Mediator-Clisnts sEring
Format is: INSTANCE/CLASSMEMBER/SUBSYSTEM

Body
Example Schema

{
fwmite™: [
{
“content”™ |
“sari; "2021-10-03TO7T:03:-367",
"mxpiry™: "2021-10-03T07:03: 382",
“child™: |
“citizendd™: D27,
Mrsttlame”: “Lisha”,
TastNameas™ "Bajaj,
“hirthdate™: “2021-10-03T07:03:362",
“address": “Longroad 123, Welltown, Ethiopia®,
“natonakty™ "ET ",
“pirthCertificate™ {
url: “string”,
“onginalName™ “string”,
Ttype”™: "string”
| %
“gender; "Maks™
i
i q
“citizenid”; 101",
“BrstMlame”: "Sowmya’.
TastMames™ "Baja,
hirthdate™ “2021-10-03T07:03: 3827,
“phone™ “+3725278511",
“emaid”: “test@test et”
}
“paymantd”: “sring”
H




* 201: Created

{rost ]
IdatalfregistryName}]versionNumber}read

read

Searches and retums ong record,

Parameters

Path

registrylasss string
versignNumbars string
Header

Inforsation-Mediator-Clients string

Format is: INSTANCE/CLASS/MEMBER/SUBSYSTEM

Body
Exmmpie Schema

{
“queny’”: {
“content™; {
“id™: "EE3TBG2V34E8347,
“firstMame”: "John Helmut",
“lasthame”: "Smigh Carry”,
"birthCertificateld™. "RA-1234567888"

Responses
® 200: OK

® 404: Not Found
Record not found




9 Internal Workflows

This seclion provides a detailed view of how this Building Block will inferact with other Building Blocks to
SUDEOrt COMMON USe Cases.

9.1 Administrative/Analyst Functions
The Digital Registnes building block facilitates the foloowing main internal workdiows:

8.1 1 Create a registry database in User Interface
9.1 ? Process registry data in User Interface

9. 1.3 Create registry database in AP| interface

9.1.1 User Story 1 - Create registry database in user interface

As an Administrator/Analyst | want to use a web user interface to create a register database (examplie
registry use case - soclal secunty program) so that | can configure and launch the registry database
instantly to be used by intermet users and client systems (2.g. Registration Building Block, Information
Mediator Building Block) via web inierface and AP

Actors: Analyst- An administrator user who is creating/changing the registry database schema. The main
actorfuser in these requirements is the Analyst.

Preconditions

Liseris autheniicaled,

Useris authorzed as an admin;
Liserinterface 15 a web interface;
User has intemet;

System has elecincity.

A A A o

Process:

Creale a new regisry database project

Define the database fields.

Publish the database.

Validate/configure the APl senices.

Manage user nghts 1o access the database and APIs.

ok WM

Post conditions:



1. System contains a database that is ready to process new data.

2. System has API services to CRUD (Create, Read, Update, Delete) data (and AP fo validate if data
exsh).

User can enter data to the regisiny via web user interface (L),

Uiser can see log information in the UL

User can see statistics in the UL

User can give authonzation to use the database and process data.
System contains a database that is ready to process new data.

System has APl senices to CRUD data (and AP| 1o validate if data exasf).
User can enter data to the regisiny via web UL

10. User can see log information in the UL

11 User can see stafistics in the Ul

12 Usercan give authorizaiion fo use the database and process dafa

o L o~ o ;R W

9.1.2 User Story 2 - Process registry data in User Interface

As an Administrator’/analyst, | want to process (Create, Read, Update, Delete) regisiny data so that | do not
have o know the guerny language.

Actors

= Analyst the main actor in these requirements i5 the Analyst/Administraton
« Data owner a physical person whose personal data is stored in the registry.

Preconditions:

1. Analystis authenicated and authorized o use the Building Block and process data in the database;
2. The user interface is a web interface;
3. Userhas intemet

4. System has elecincity.
Process

1. Analyst searches a record via search or filter funchion;
2. Analystselects arecord,

3. Analystprocesses a record.
4  System stores changes o the Change Log database.

Postconditions:

Processing changes by Analyst are done and log for change is created.



9.1.3 User Story 3- Create reqistry database in APl interface

Az an IT developer, | want to Create/update’delete registry database schema via AP senices.

Actors

« [T developer (Developer): Main actor in these requirements is planning to open a new business

program and web form to capture applicants’ data Captured data must be registered in the regisiry. In
this use case, a Developer is any user who is using API senvices to create and manage registries
database

Preconditions:

3
4

Developer is using AP| with a client system or a script that is connected o Information Mediator
Building Block Clent system is amy Building Block that is using API services via Information
Mediator,

IT Developer (information Mediator organization) has been given autharization 1o
Create/update/delete database schema via AP| senvices

Developer has intemat;
System has electncity.

Process:

)

Developer uses a client system to edit the registry database in the Building Block. Developer can’
1. Create database schema
2 Read database schema:
3. Modify database schema;
4 Delete database schema and all data in it

Postconditions:

1

When Developer is authorized to use Building Block API then the Digital Registries Building Block
allows processing CRUD (Create, Read, Update, Delete) schema of a regisiry, and all authorized
users can;

When Developer is not authorized to process/CRUD the database schema, the system allows 0
process schema of all databases where an anonymous user has been allowed to edit the database
schema (simplification for GovStack Sandbox instance),

When a user has no authorization, one can not create nor change (CRUD) any schema in the
Building Block

9.2 Applicant Functions

9.2 1 Process data in APl interface



9.2.1 User Story 4 - Process data in APl interface
As an Applicant, | want to process CRUD (Create, Read, Update, Delete) data in the registry database.

Actors:

+ Applicant - The main actor in these requirements is an applicant via the dient system. In this use case
applicant is any userwho is using a client system (Regisiration Building Block). For example, a Health
Care worker is an applicant in this user story, a mother, using the Registration Building Block. An
example client system in this document is Registration Building Block

Preconditions:
1. Applicant is using client system (e 0. Registration Building Block) that is connected to Information
Mediator Building Block
2. Client system has been given authonzation to access Registry to process (CRUD) information;

3. Applicant has been given authorization 1o access Registry to process (CRUD) information:

4  Applicants are registered in the system and able to use authentication. Applicant is Authenticated by
client system or Security Building Block (Authentication).

5. Applicant has intemet
6. Sysiem has electricity

Process

1. Applicant uses a client system 0 process data in the regisiry
« Applicant can create daia;
= Applicant can read data
« Applicant can update data;
= Applicant can delete daia;
« Applicant can create or updaie data;
« Applicant can validate data
2. System logs all processing events in the dedicated audit registry

Postconditions:

1. When Applicant is authenticated by a client system (e g. Registration Building Block) the registry
allows processing (CRUD) information from the regisiry. All users who are authenticated can read
data.

2. WWhen a user s not authenticated in the system, the system allows processing (CRUD) data from all
databases where an anonymous user has been allowed to process data

3. When a user has no authonzation, one can not process (CRUD) any information in the registry’






10 Other Resources

This section links o any external documents fhat may be relevant, such as standards documents or ather
descriptions of his Building Block that may be useful.

10.1 Key Decision Log
A historical log of key decisions regarding this Building Block

10.2 Future Considerations

A list of topics that may be relevant 10 future versions of this Bullding Block.

10.3 Out-of-Scope Assumptions

A list of funcons gut of the scope of this Building Black

10.4 Schema Examples

achema Examples from Data Structures for this Building Block,



